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Cyber Security Guideline

DESKTOP/LAPTOP SECURITY

1.

Use only Standard User (non~administrator) account for accessing the
computer/laptops for regular work. Admin access to be given to users with
approval from appropriate authority,

Ensure that the Operating Syster and BIOS firmware are updated with the
latest Updates/patches.

Install Antivirys client/software provided by pst from  URL
http://gswan.gujarat.gov.in/ On your systems and ensure that it is updated with
the latest virys definitions, signatures and patches.

Applications/software's, which are related to official work, shall pe
insta”ed/used; any other application/software shall not be installed/used,
Desktop must be locked/logged off when workspace is unoccupied and must be
shut down if not in use,

Enable Desktop Firewall for controlling information access.

Use VPN service provided by GSDC for connecting to any IT Assets located in

software

Do not use any external Mobile App based scanner services (ex: Cam scanner)
for scanning internal government documents.

Don’t use pirated Operating systems and software/applications,

INTERNET BROWSING SECURITY

e

Use the latest version of the internet browser and ensyre that the browser is
updated with the latest updates/patches. ;

Don’t store any usernames and Rasswords on the internet browser.

Don't store any payment related information on the internet browser.

Don’t use any 3rg party anonymization services (ex: Nord VPN, Express VPN, Tor,
Proxies etc),

Page 1l of3



10.

Don’t use any 3rd party toolbars & extensions/plugins (ex: download manager,

. weather toal bar, ask me tool bar etc.) in your internet browser,

Don't download any unauthorized or pirated content /software from the
internet (ex: pirated - movies, songs, e-books, software’s).

Don't use your official systems for instailing or playing any Games

Observe caution while opening any shortened URLs (ex: tinyuri.com/ab534/) or
popup window. Many malwares and phishing sites abuse URL shortened
services. Such links may lead to a phishing/malware webpage, which could
compromise your device.

PASSWORD MANAGEMENT

Use complex passwords with a minimum length of 8 characters, using 2
combination of capital letters, small letters, numbers and special characters.

Use Multi-Factor Authentication, wherever available.

Users must use a separate, unigue password for each of their work related
accounts.

Don’t save passwords in the hrowser or in any unprotected documents.
Passwords must be kept secret and should not be shared,

REMOVABLE MEDIA SECURITY

1. Perform a low format of the removable media before the first-time usage.

2. Perform a secure wipe to delete the contents of the removable media.

3. Scan the removable media with Antivirus software before accessing it.

4. Always protect your documents with strong password.

5. Don't plug-in the removable media on any unauthorized devices,

EMAIL SECURITY

1. Do not share the email password with any persons.

2. Don’t use any unauthorized/external email services for official communication.

3, Don’t click/open any link or attachment contained in mails sent by unknown
sender.

4, Never open any files or macros attached to an email from an unknown,
suspicious or untrustworthy source. Observe caution with documents containing
macros while downloaded as attachments or received from non trusted source,
always select the “disable macros” option and ensure that protected mode is
enabled on your office productivity appiications like M3 Office.

5. Disable automatically forwarding email to a third party email system,

6. Do not use official email id provided by Government for any personal usage.

ANTIVIRUS USAGE

1. User shall install enterprise grade endpoint antivirus solution of D5T.

2. User can download the antivirus solution from https://gswan.gujarat.gov.in/
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User shalj uninstall any other antivirus software installed on their system apart *

from above antivirus solyt
Users shal] exercise due
from unknown senders as

ion.

they may contain viryses or other malicio

User/Department should  remove infected device {any vir

SWAN/Government network and send t

shall be kept up to date with }atest/supported versions of g

Operating system and Anti

-virus solution installed.

us software,
us/malware/

Please  refer to  Security g Antivirus software guideline  at
https://gswan.gujarat.gov‘in
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Policy of Information Technology Resources and Services of NAU — 2017

Abbreviation
e NAU — Navsari Agricultural University
e [T — Information Technology
e UTP - Unshielded Twisted Pair
e VPN — Virtual Private Network
e ERP — Enterprise Resource Planning
e NOC — No Objection Certificate

Scope of Policy

This policy governs the usage of IT resources and services from an end user’s perspective.

Objective

The objective of this policy is to ensure proper access and usageof I'T resources and services by

the end users.

1. Role and Responsibilities

Role to be performed by the IT Cell for implementing infrastructure and services:

1.
2.
3.

To develop and implement different IT services across the University.

Administration of Internet services across the University.
Developing / procuring / administration of various required software for University

automation process on regular basis.

Responsibilities need to be performed by the end user:

L
2.

Responsible for carrying out functional aspect of the I'T services.
The responsibility of maintenance and troubleshooting of desktop computers, all in one
computers, laptop/niotebook, printers, scanners and other related peripherals shall be

carried out by the respective end user/department/unit.

2. Hardware Resources Policy

2.1 Introduction

The IT hardware resources include desktop computers, all in one computers, servers,

laptop/notebook computers, thin client computers, wireless access points, Wireless adapters,

network switch/hub, printers, scanners and other computer peripheral devices etc.



2.2 Scope of IT Hardware
The IT cell is responsible for buying and deploying the necessary IT hardware resources for
providing IT services. The internet connectivity services shall be procured / deploy / carried
out by IT Cell subject to the budgetary provisions.

Respective units and departments are responsible for procuring and maintaining hardware’s
like desktop computers, all in one computers, servers, laptop/notebook, printers, and scanners
through appropriate uﬁwersity laid down purchase process.

Maintenance of network switch, rack. wireless routers, UTP cable, 1/0 box installed in
respective units will be maintain by IT Cell. Cost of maintenance / replacement / extension
will be executed by respective units through appropriate university laid down purchase
process.

2.3 General Guidelines for end user

I. Computers shall normally be used only for executing University work. Users shall exercise
their own good judgment and discretion towards use of desktop devices for personal use to

the minimum extent possible.

E\)

Users shall ensure that updated licensed antivirus / scanning software is running in the
systems. )
Users shall abide by mstructions or procedures as directed by the IT Cell from time to time.
4. End user cannot deploy / install network equipment in university network without prior
permission of IT Cell.
2.4 Advisory Guide
1. Software installed on IT resources must be licensed software.
3. NAU IT Software Resources Policy and Guidelines
3.1 Introduction
This policy provides guidelines for the use of software for all employees/students within the
- NAU to ensure appropriate usageof it. This policy applies to software obtained as part of
hardware bundle or pre-loaded software.
3.2 General Guidelines
1. Users shall not cop)'/ or install any software on desktop devices including privately owned
shareware and freeware without the approval of the IT Cell.
2. Users shall not share their accounts, passwords or similar information or devices which is

used for identification and authorization purposes.



3. All software installation is to be carried out by end user only.
4. End Users should not use any VPN and Third party Software that exploit firewall and
make NAU network vulnerable to the network attacks at NAU. If end user found out to
carry out such malpractices than their account will be blocked / suspended on permanent
basis.
5. End user is solely responsible for user level software Issues.
3.3 Advisory Guidelines
1. Users shall use strong password to defend against attacks.
2. Users shall not use pirated software.
4. Network Policy and Guidelines
4.1 Introduction
Navsari Agricultural University (NAU) Network is a wide area network that is comprised of
buildings located at Navsari campus as well as that of remote stations using VPN technology.
All the IT services delivered through this network medium from NAU server room. NAU
network can be accessed through two modes wired network and wireless network. The policy
for accessing wired and wireless network is as per given below.
4.2 Wired Network
. Wired network comprises of fiber optic cable connectivity from server room to switch
located at various buildings, from there the network is extended to switches or 1/0 box. The
different roles and responsibilities for wired network are as per given below.
4.2.1 Responsibility of IT Cell
1. IT Cell is responsible to manage and administration of NAU wired network.
2. IT cell is responsible for Network connectivity up to department level.
3. The Network connectivity and the troubleshooting will be carried out by IT Cell subject to
guidelines issued time by time.
4. Alteration / maintenance / extension activities in entire NAU network will be only carried
out in the supervision of IT Cell.
5. IT Cell shall not responsible for failure in IT devices due to electricity issues at any place.
4.2.2 Responsibility of Unit / End User
1. The power supply to network equipment’s and rack will be the sole responsibility of

respective units.
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2. Unit is not allowed to make changes in the network cabling at their premise without the
consent of IT Cell and such activity will be treated as a network tempering.

3. No end user is allowed to share their internet service account with anyone.

4. Users shall not undertake any activity through any website or applications which is
bypassing network security. Use of proxy server, VPN application or any other similar
software will be counted as malpractices and in such case the account will be blocked /
suspended on permanent basis.

4.3 Wireless Network

Any NAU Network service accessed through wireless device will be considered under this
policy. The Wireless network services are the same as the wired network medium but accessed
through wireless access pioint. The Wireless accessed device includes desktop computers with
wifi connectivity, all in one computers, laptop/notebook computers, mobile tablets and mobile
phones etc. For the wireless network access following responsibilities is given below.

4.3.1 Responsibility of IT Cell

1. The IT cell is responsible for Network connectivity up to department level.

2. The Network connectivity and the troubleshooting will be carried out by IT Cell subject to
guidelines issued time by time.

3. Alteration / maintenance / extension activities in entire NAU network will be only carried
out in the supervision of IT Cell.

4. IT Cell is not responsible for failure in IT devices due to electricity issues at any place.

4.3.2 Responsibility of Unit / end User

1. Department is respoi‘!sible for providing power supply for the Wi-Fi Access Point.

2. The IT cell is not responsible for individual connectivity of end user's devices.

3. No end user is allowed to share their internet service account with anyone.

4. Users shall not undertake any activity through any website or applications which is
bypassing network security. Use of proxy server, VPN application or any other similar
software will be counted as malpractices and in such case the account will be blocked /
suspended on permanent basis.

5. NAU IT Services and its Guidelines
Introduction

. The NAU is offering different kinds of services to employees. The services are developed,

procured, deployed, administrated and managed by the IT cell.

]



5.1.

NAU Web Mail
NAU is offering webnjail services for NAU regular staff with domain "nau.in". The regular
staff needs to register for the same service. Presently "nau.in" webmail service is hosted on

Google server.

5.1.1 Role & Responsibilities of IT Cell

1.
2.

IT cell will administrate and maintain the NAU web mail services.

Regular staff looking to avail the "nau.in" webmail service shall send information to IT
Cell through Head of the Unit as per issued guideline.

Any query regarding "nau.in' e-mail account shall be contacted to itcell@nau.in through
head of the Unit (office) email.

In case a compromise of an e-mail ID is needed, the IT Cell reserves the right to reset the
password of that particular e-mail ID if request comes from Unit Head login.

In case of a situatiop. when a compromise of an email 1D impacts a large user base or the
data security of the deployment, the IT Cell shall reset the password of that email 1D. This
action shall be taken on an immediate basis, and the information shall be provided to the

user and the unit head subsequently.

5.1.2 General Guidelines

1.

All users accessing the e-mail services must use strong passwords for security of their e-
mail accounts.

Users shall ensure that e-mails are kept confidential. Users must ensure that information
regarding their password or any other personal information is not shared with anyone.
Auto-save of password in the Organization e-mail service shall not be permitted due to

security reasons.

5.1.3 NAU Web Mail Gu‘idelines

1.

User’s shall not exchange e-mails that might be categorized as harassing, obscene or
threatening must be avoided.

Unauthorized exchange of proprietary information or any other privileged, confidential or
sensitive information will be considered inappropriate.

Unauthorized access of the services will be considered inappropriate. This includes the
distribution of e-mails anonymously, use of other officers' user IDs or using a false

identity.



4. Creation and exchange of advertisements, solicitations, chain letters and other unofficial,
unsolicited e-mail will be considered inappropriate.

5. Creation and exchange of information in violation of any laws, including copyright laws
will be considered inappropriate.

6. Willful transmissiop of an e-mail containing a computer virus will be considered
inappropriate and must be avoided.

7. Misrepresentation of the identity of the sender of an e-mail will be considered
inappropriate and must be avoided.

8. Use or attempt to use the accounts of others without their permission will be considered
inappropriate and must be avoided.

9. Transmission of e-mails involving language derogatory to religion, caste, ethnicity,
sending personal e-mails to a broadcast list. exchange of e-mails containing anti-national
messages, sending e-mails with obscene material, etc will be considered inappropriate and
must be avoided.

10. Any case of inappropriate use of e-mail accounts shall be considered a violation of the
policy and may resuE—.‘ in deactivation of the account.

I1. The User is responsible for any data/e-mail that is transmitted using the Organization e-
mail system. All e-mails/data sent through the mail server are the sole responsibility of the
user owning the account.

12. Users should not share passwords.

13. In case of threat to the security, the e-mail id being used to impact the service may be
suspended or deactivated immediately by the IT Cell.

14. Subsequent to deactivation, the concerned user and the Unit Head will be informed.

15. In case of retirement / death / resignation of staff from the University, Unit Head has to
send the details of concerned to the IT Cell for deactivation of respective staff member
email ID.

5.2. Online Examination Software
This Online examination isoftware is a service which is technically managed by the IT Cell and
functionally administered by the Registrar Office. The IT Cell is only responsible for technical

support of the service.



5.2.1 General Guidelines
1. The responsibility of the functional aspects of the Online Examination software shall be
looked after by Registrar Office, Navsari Agricultural University.
2. The Technical aspects shall be the sole responsibility of IT Cell.
3. Users of this service is bound by the periodically guidelines issued by the Registrar Office
and the IT Cell for using the service.

4. The decision of the {éegistrar Office should be final in using this service.

5.3. Online Tour Management Software

Online Tour Management software is a service helpful for the online application of tour as per
the NAU statutory guidelines. The IT Cell is only responsible for technical support to users.

General Guidelines

1. The IT Cell shall carry out technical support and troubleshooting of the service.
2. Respective unit head is responsible for management of user accounts of his / her unit.
3. The users shall follow the guidelines and instructions issued by IT Cell at regular interval
for the use of the service.
5.4 Online ERP service

Online ERP service deployed at NAU deals with the entire online financial services pay bill,
Online GPF, Pension, Fingncial Accounting, Expenditure, Income and Grant services, etc.

General Guidelines

1. IT cell is responsible to carry out technical aspects of the online ERP systems.

2. Comptroller office and respective users of different units are responsible for financial
aspects of the online ERP systems.

3. Registrar office and respective users of different units are responsible for administrative
aspects of the online ERP systems.

4. The Users should abide by the different guidelines issued from time to time by concerned
office.

6. NAU Network Monitoring and privacy Policy

The purpose of network monitoring is to identify and block malicious activity in order to protect
the NAU network. In order to protect data, IT Cell may use network monitoring technologies
(Firewall) to log network activity and to scan data moving across the network. These
technologies may include anti-virus software. firewalls, intrusion protection and intrusion
detection systems, vulnerability management systems, and database and application monitoring
systems. This information may be used for identifying inappropriate use of Internet services
through network.Confidentiality of all information gathered as a result of network monitoring
will be maintained at all times. Access to information obtained through network monitoring will



be limited to IT Cell and in the event of an investigation, shared with the due permission of Head
of the University.

6.1 Network Monitoring Guidelines

1. IT Cell shall monitor user’s online activities on NAU network to prevent the misuse of
Internet service.

2. If end user is surfing unwanted content (pornography, movie, music, songs, games,
sexist, or other such type media) then their internet account will be suspended.

6.2 Social Networking Monitoring Policy

1. Use of social networking sites by Organization is governed by “Framework and
Guidelines for use of Social Media for Government Organizations” available at
http://deity.gov.in.‘-

2. User shall comply with all the applicable provisions under the IT Act 2000. while posting
any data pertaining to the Organization on social networking sites.

3. User shall not post any material that is offensive, threatening, and obscene, infringes
copyright, defamatory, hateful, harassing, bullying, discriminatory, racist, sexist, or is
otherwise unlawful.

4. User shall not disclose or use any confidential information obtained in their capacity as
an employee/user of the Organization.

5. Social networking websites and highly bandwidth consuming websites are strictly
prohibited during office hours.

7. IT Security Policy

A security incident is defined as any adverse event that can impact the availability, integrity,
confidentiality and data. IT cell reserves the right to deactivate/remove any device from the
network if it is deemed as a threat and can lead to a compromise of a system.

Scrutiny/Release of logs !

IT Cell shall neither accept nor act on the request from any other Organization without prior
permission from competent authority for scrutiny or release of logs.

8. Internet Services

8.1 Internet Registration Service

1. NAU staff members have to register for internet service account through tour management
software only. Once staff has applied for registration, IT Cell will approve the same and
send login id and password to the concerned staff's mobile number.

2. NAU students have to register for internet service account through NAU website only, in
which they have to enter the details of enrollment number and mobile number. Once
student has applied for registration, IT Cell will approve the same if student enrollment
number and mobile number matches with the academic registration data and will send
login id and passwog—.’i to the concerned student's mobile number.



8.2 NOC (Closure of Intg-net Service) '

1. In case of retirement / death / resignation of staff from the University, Unit head has to

send the details of concerned to the IT Cell for deactivation of respective staff member’s
login.

2. It is compulsory to take NOC (stop internet service) for every students before submission
of thesis or completion of final examination and that too shall be taken care by respective
Guide / Principal of students.

3. Those students having internet registration account have to apply for NOC through NAU
website, once it is applied, IT Cell will approve the same if no misuse is done through
students internet account.

4. Student which has not applied for internet registration can take NOC from IT Cell through
their respective Guide or Principal.

9. Enforcement and Deactivation Policy

Enforcement

This policy is applicable to all users of Organization. It is mandatory for all users to adhere to the
provisions of this policy. Organization shall be responsible for ensuring compliance with the
provisions of this policy. The IT Cell shall provide necessary technical assistance to the
Organizations in this regard.

Deactivation

In case of any threat to security of the Organization's systems or network from the resources and
services being used by a user, the resources and services being used may be deactivated
immediately by the IT cell. Subsequent to such deactivation, the concerned user and the
competent authority of Organization shall be informed.

10. E-Waste

Electronic waste include desktop computer, laptop, printer, UPS, batteries, scanner, network
equipment’s, servers, firewall, projector, IT and Audio / Visual aid related items, etc.

General Guidelines

I. Unit / department heads are responsible to carry out e-waste as per the guidelines
published by the government.

2. Unit / department heads are responsible to carry out necessary procedure for disposal of
e-waste.



